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internal audits and reviews of security activities;

periodic review of the ship security assessment;

6

1

8 periodic review of the ship security plan;

9  implementation of any amendments to the plan; and
1

.10 maintenance, calibration and testing of any security equipment
provided on board, including testing of the ship security alert
system.

10.2 The records shall be kept in the working language or languages of the
ship. If the language or languages used are not English, French or Spanish, a
translation into one of these languages shall be included.

10.3 The records may be kept in an electronic format. In such a case, they
shall be protected by procedures aimed at preventing their unauthorized
deletion, destruction or amendment.

104 The records shall be protected from unauthorized access or disclosure.

11 Company security officer

11.1 The Company shall designate a company security officer. A person
designated as the company security officer may act as the company security
officer for one or more ships, depending on the number or types of ships the
Company operates, provided it is clearly identified for which ships this
person is responsible. A Company may, depending on the number or types
of ships they operate, designate several persons as company security officers
provided it is clearly identified for which ships each person is responsible.

11.2 In addition to those specified elsewhere in this Part of the Code, the
duties and responsibilities of the company security officer shall include, but
are not limited to:

.1 advising the level of threats likely to be encountered by the ship,
using appropriate security assessments and other relevant
information;

.2 ensuring that ship security assessments are carried out;

ensuring the development, the submission for approval, and
thereafter the implementation and maintenance of the ship
security plan;

4 ensuring that the ship security plan is modified, as appropriate,
to correct deficiencies and satisfy the security requirements of

the individual ship;
arranging for internal audits and reviews of security activities;

6 arranging for the initial and subsequent verifications of the ship
by the Administration or the recognized security organization;
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ensuring that deficiencies and non-conformities identified
during internal audits, periodic reviews, security inspections
and verifications of compliance are promptly addressed and dealt
with;

enhancing security awareness and vigilance;

ensuring adequate training for personnel responsible for the
security of the ship;

ensuring effective communication and co-operation between
the ship security officer and the relevant port facility security
officers;

ensuring consistency between security requirements and safety
requirements;

ensuring that, if sister-ship or fleet security plans are used, the
plan for each ship reflects the ship-specific information
accurately; and

ensuring that any alternative or equivalent arrangements
approved for a particular ship or group of ships are implemented
and maintained.

12 Ship security officer

121 A ship security officer shall be designated on each ship.

12.2 In addition to those specified elsewhere in this Part of the Code, the
duties and responsibilities of the ship security officer shall include, but are
not limited to:

undertaking regular security inspections of the ship to ensure
that appropriate security measures are maintained,;

maintaining and supervising the implementation of the ship
security plan, including any amendments to the plan;

co-ordinating the security aspects of the handling of cargo and
ship’s stores with other shipboard personnel and with the
relevant port facility security officers;

proposing modifications to the ship security plan;

reporting to the company security officer any deficiencies and
non-conformities identified during internal audits, periodic
reviews, security inspections and verifications of compliance and
implementing any corrective actions;

enhancing security awareness and vigilance on board,

ensuring that adequate training has been provided to shipboard
personnel, as appropriate;

reporting all security incidents;
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9  co-ordinating implementation of the ship security plan with the
company security officer and the relevant port facility security
officer; and

10 ensuring that security equipment is properly operated, tested,
calibrated and maintained, if any.

13 Training, drills and exercises on ship security

13.1 The company security officer and appropriate shore-based personnel
shall have knowledge and have received training, taking into account the
guidance given in part B of this Code.

13.2 The ship security officer shall have knowledge and have received
training, taking into account the guidance given in part B of this Code.

13.3 Shipboard personnel having specific security duties and responsibil-
ities shall understand their responsibilities for ship security as described in
the ship security plan and shall have sufficient knowledge and ability to
perform their assigned duties, taking into account the guidance given in part
B of this Code.

134 To ensure the effective implementation of the ship security plan, drills
shall be carried out at appropriate intervals taking into account the ship type,
ship personnel changes, port facilities to be wvisited and other relevant
circumstances, taking into account the guidance given in part B of this
Code.

135 The company security officer shall ensure the effective co-ordination
and implementation of ship security plans by participating in exercises at
appropriate intervals, taking into account the guidance given in part B of

this Code.

14 Port facility security

141 A port facility is required to act upon the security levels set by the
Contracting Government within whose territory it is located. Security
measures and procedures shall be applied at the port facility in such a
manner as to cause a minimum of interference with, or delay to, passengers,
ship, ship’s personnel and visitors, goods and services.

142 At security level 1, the following activities shall be carried out through
appropriate measures in all port facilities, taking into account the guidance
given in part B of this Code, in order to identify and take preventive
measures against security incidents:

.1 ensuring the performance of all port facility security duties;

.2 controlling access to the port facility;
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3 monitoring of the port facility, including anchoring and
berthing area(s);

4  monitoring restricted areas to ensure that only authorized
persons have access;

5 supervising the handling of cargo;
6 supervising the handling of ship’s stores; and

]  ensuring that security communication is readily available.

143 At security level 2, additional protective measures, specified in the
port facility security plan, shall be implemented for each activity detailed in
section 14.2, taking into account the guidance given in part B of this Code.

144 At security level 3, further specific protective measures, specified in
the port facility security plan, shall be implemented for each activity detailed
in section 14.2, taking into account the guidance given in part B of this

Code.

14.4.1 In addition, at security level 3, port facilities are required to respond to
and implement any security instructions given by the Contracting
Government within whose territory the port facility is located.

145 When a port facility security officer is advised that a ship encounters
difficulties in complying with the requirements of chapter XI-2 or this part
or in implementing the appropriate measures and procedures as detailed in
the ship security plan, and in the case of security level 3 following any
security instructions given by the Contracting Government within whose
territory the port facility is located, the port facility security officer and the
ship security officer shall liaise and co-ordinate appropriate actions.

146 When a port facility security officer is advised that a ship is at a security
level which is higher than that of the port facility, the port facility security
officer shall report the matter to the competent authority and shall liaise
with the ship security officer and co-ordinate appropriate actions, if
necessary.

15 Port facility security assessment

15.1 The port facility security assessment is an essential and integral part of
the process of developing and updating the port facility security plan.

15.2 The port facility security assessment shall be carried out by the
Contracting Government within whose territory the port facility is located.
A Contracting Government may authorize a recognized security organiza-
tion to carry out the port facility security assessment of a specific port facility
located within its territory.

15.2.1 When the port facility security assessment has been carried out by a
recognized security organization, the security assessment shall be reviewed
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and approved for compliance with this section by the Contracting
Government within whose territory the port facility is located.

15.3 The persons carrying out the assessment shall have appropriate skills to
evaluate the security of the port facility in accordance with this section,
taking into account the guidance given in part B of this Code.

154 The port facility security assessments shall periodically be reviewed
and updated, taking account of changing threats and/or minor changes in
the port facility, and shall always be reviewed and updated when major
changes to the port facility take place.

165 The port facility security assessment shall include, at least, the
following elements:

.1 identification and evaluation of important assets and infrastruc-
ture it is important to protect;

.2 identification of possible threats to the assets and infrastructure
and the likelihood of their occurrence, in order to establish and
prioritize security measures;

3 identification, selection and prioritization of countermeasures
and procedural changes and their level of effectiveness in
reducing vulnerability; and

4 identification of weaknesses, including human factors, in the
infrastructure, policies and procedures.

15.6 The Contracting Government may allow a port facility security
assessment to cover more than one port facility if the operator, location,
operation, equipment, and design of these port facilities are similar. Any
Contracting Government which allows such an arrangement shall com-
municate to the Organization particulars thereof.

15.7 Upon completion of the port facility security assessment, a report shall
be prepared, consisting of a summary of how the assessment was conducted,
a description of each vulnerability found during the assessment and a
description of countermeasures that could be used to address each
vulnerability. The report shall be protected from unauthorized access or
disclosure.

16 Port facility security plan

16.1 A port facility security plan shall be developed and maintained, on the
basis of a port facility security assessment for each port facility, adequate for
the ship/port interface. The plan shall make provisions for the three security
levels, as defined in this Part of the Code.

16.1.1 Subject to the provisions of section 16.2, a recognized security
organization may prepare the port facility security plan of a specific port

facility.
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16.2 The port facility security plan shall be approved by the Contracting
Government in whose territory the port facility is located.

16.3 Such a plan shall be developed taking into account the guidance given
in part B of this Code and shall be in the working language of the port
facility. The plan shall address, at least, the following:

.1 measures designed to prevent weapons or any other dangerous
substances and devices intended for use against persons, ships or
ports, and the carriage of which is not authorized, from being
introduced into the port facility or on board a ship;

2 measures designed to prevent unauthorized access to the port
facility, to ships moored at the facility, and to restricted areas of
the facility;

3 procedures for responding to security threats or breaches of
security, including provisions for maintaining critical operations

of the port facility or ship/port interface;

4  procedures for responding to any security instructions the
Contracting Government in whose territory the port facility is
located may give at security level 3;

5 procedures for evacuation in case of security threats or breaches
of security;

6 duties of port facility personnel assigned security responsibilities
and of other facility personnel on security aspects;

procedures for interfacing with ship security activities;
procedures for the periodic review of the plan and updating;
procedures for reporting security incidents;

10 identification of the port facility security officer, including 24-
hour contact details;

11 measures to ensure the security of the information contained in
the plan;

12 measures designed to ensure effective security of cargo and the
cargo handling equipment at the port facility;

A3 procedures for auditing the port facility security plan;

14 procedures for responding in case the ship security alert system
of a ship at the port facility has been activated; and

A5 procedures for facilitating shore leave for ship’s personnel or
personnel changes, as well as access of visitors to the ship,
including representatives of seafarers’ welfare and labour
organizations.

164 Personnel conducting internal audits of the security activities
specified in the plan or evaluating its implementation shall be independent
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